The Unofficial IVAO Network Connection Troubleshooting Guide — Chapter 4

Chapter 4 — An introduction into Internet / Networking theoretical basics:

Before I dive into the technical details of the IVAO network itself, I first need to explain some general “theoretical
computer-to-computer-communication-principles”. This is vital ICT-knowledge you must understand first, in
order to get the bigger picture about how the IVAO pilot-client IvAp connects to the rest of the IVAO network
servers and what the causes could be of many IVAO network connection - and IvAp related issues.

4.1 - How do 2 (or more) computers communicate with each-other?

In order to make this happen, both computers must meet the following criteria:

- They must be electrically / wireless connect with each-other (copper cable, glass-fiber, wireless carrier wave).
- They must have a network device (network card / wifi antenna).

- They must have agreed to speak “the same communication language” (Tcp-ip / Ipx / Decnet, NetBios,..)

- They must have hardware and software installed to:

— connect to (the rest of) the network infrastructure (Network card for copper, fiber-optic cables, wireless).
— send/receive data via the network interface card (Protocol stack)

— protect the computer from unwanted intruders (Firewall on the network interface card level).

— control the computer's hardware itself (Operating system: Linux, MacOs, Windows, Android).
— give the ability to connect to other computers (Applications like Internet-browsers, email, ftp).

See the image below to see the various components needed to allow computers to communicate with each-other.

Application: "Opera“Internet browser Applicationl:"Apache” webserver
Application2:"MySql” database

Operating System: "Windows 7" Operating System:"Open Solaris”™ O.?.open e
€050Laris .

Firewall: "Windows Firewall” Firewall: “IpCop”

Protocol stack: "TCP-IP” Protocol stack: "TCP-IP”

Network Interface Card: 3Com Network Interface Card: 3Com

1 - “Computer-to-Computer communication” over a Local Area Network (LAN).
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In order for 2 (or more) computers to communicate over the Internet, this takes a few extra ICT-components to get
the job done. See the image below on how this bigger picture looks like:

Internet Service Provider Internet Service Provider

D.N.S. SR
Firewall

e E “

' f?WindowsY
%

'SP D.N.S.
Firewall

Apache
TP SERVER

‘ V R ;
SQL. .

S:os0pen .
eOsolLaris |

itz

& @ |

LT Qlﬂd.‘:'

IP Protocol

2 - “Computer-to-Computer communication” over a Wide Area Network / Internet (WAN).

Both the local - and remote Internet Service Provider's (ISP) equipment has been added to this image:
- LAN-to-WAN/Internet routers, (the “Internet-Connection-boxes in your home)”.

- Domain Name Server (DNS) at your local I.S.P building.

- Firewall at the local — and remote 1.S.P. building.

- The Internet, between your ISP and the remote ISP

- The other computer(s) you want to connect too.

These 2 images above show you the complete picture of all pieces-of-ict-equipment between you sitting behind
your computer and any computer anywhere on Planet Earth that is connected to/through the Internet.

For the rest of this chapters, I'm going to keep it as “technically-light as possible”, so that every reader is able
to understand how things works in general principles. If you want to dig deeper yourself, use the Internet to find
one of the many free online tutorials that can educated you further about “how the Internet works” in greater
technical detail.

I'm going “fo explain by good example” how this technical communication stuff works “under-the-hood” of your
pc. These examples will help you understand how 2 (or more) computers are able to communicate with each-other.
How they can send/receive information from/to each-other over:

- a Local Area Network (LAN) or

- a Wide Area Network (WAN) / the Internet.

Page 2 of 34 Author: Ronald Vermeij (VID:145185) Version 1.0



The Unofficial IVAO Network Connection Troubleshooting Guide — Chapter 4

4.1.1 - How does data get transported from one computer to another computer?
Let's illustrate this via the example below, where the PC user wants to look at the IVAO homepage.

B

8-.9.00en
eOsoLaris

1 - PC user starts up an Internet browser.
2 - PC user types in the link to the [IVAO homepage.
“http://www.ivao.aero”

3 - Browser asks the homepage from IVAO's webserver.

N RESPONSE: O, hreyou g0, catch 00, open
-~ IJW[HdUWS/ OiBsolaris
= H- S &

!

4 - Webserver receives request from browser.

5 - Webserver looks up the homepage on own hard-disk.
6 - Webserver sends IVAO homepage back to browser.

7 - PC user's browser displays the homepage on screen.

4 - Receiving IVAO homepage from the webserver.

Now this is the simplified — high level - story how the IVAO homepage appears on your computer screen, after
you have typed in the URL to the IVAQO's homepage into your Internet browser. Now lets dive a little deeper.

O-.‘.’oODen
eOsoLaris

With every request your pc sends out on the network /
the Internet, your [computer-home-address] is added
to that request.

5 - Request IVAO homepage from their webserver.

AAAAA

[IVAO_Webserver to

=
'J i Ronalds_PC] Response: Ok, Here you go, Catch!
Vi)
@ e s

!

This [computer-home-address] helps the receiving
computer to determine to which other computer it needs
to send back the results of the incoming request.

This works just the same way as a return-address
on a postal package and/or letter.

6 - Receiving IVAO homepage from their webserver.

Now lets dive a bit deeper into the [computer-home-address], which is also known as “IP-address”.
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4.2 - What is an IP-address?

The IP-address of your computer can be compared with the house-number of your real-life house. It is a unique
number that exists on the piece-of-network-cable that your computer is connected too electrically.

This IP-address allows the rest of the network-equipment to send the right (request and reply) packets to your

computers home-address, just like a real-life mail man delivers postal packages and/or letters at your house's
doorstep.

4.2.1 - How can I find out what my PC's IP address is?

[&+] Administrator: C:\ Windows'system32'cmd.exe

Copyright (c> 2889 Microsoft Corporation. Alle rechten voorbehouden. [Start]’[Run]’ cmd’exe<enter>
G:~Users“Ronald>ipconfig >> A blaCk Command'llne Wll’ldOW appeaI'S

Windows IP-configuratie

ithernet—adapter voor LAN-verbhinding:

N Type: “ipconfig<enter>”
 Bee36e 0k >> and your computer now shows you:

Standaardgatevay. : 192.168.8.1

Tunnel—-adapter wvoor isatap.{?766F?3BA-E7?2C-4C75-BCFC-3AABE43262CA%:

Vo s b, DRS achtevoeqesls Mo iun ontkoppeld - It's own IP(v4)-address: 192.168.0.2
Tunnel-adapter voor Teredo Tunneling Pseudo—Interface: - Subnetmask : 255,255.255.0

Hediumstatus. . . . . . . . . . . = medium ontkoppeld

Uerhindingsspec. DNS-achtervoegsel: - DefaU.lt Gateway : 192. 168.0. 1

C:xlUsers~Ronald>

7 - Show IP-address on Windows7 command-line.

Basisnetwerkgegevens weergeven en verbindingen instellen [Start],|Config],[Network Center],
P P 8 y Valledig awerdicht weergeven . .
LY a * ] [Lan-Connection |,[Details]
CAMELION Metwerk Internet . .
o t .
(e conte) shows you the same information:
De actisve netwerken weergsven Een verbinding maken of verbreken
Toegangstype: Internet
|a :::“:;rt'v‘verk Thuisgroep: Kan worden gemaakt
) e — - IP(V4)-address : 192.168.0.2
8 st B coevens van netwerkverbinding x| |- Subnetmask :255.255.255.0
Algemeen | Netwerkverbindingsgegevens: - Default gateway . 1 92 1 68 0 1
» Figenschap [ Wasrde | : : U
S Verbindingsspecifick D...
IPv4-werbindingsmogelijkhedzn: Inkernet Beschiiiving Realtek PCle FE Family Cantroller
IPwE-verbindingsmogelijkheden: Geen netwerktoegang Fysiek adres [4-30-7E-FD-67-FO
Status van media: Ingeschakeld DHCF ingeschakeld Ja
e —— IPd-aches 19216802
e pra— IPrd-subrietmasker 255, 255.255.0

Lease verkregen maandag 30 november 2015 14:52:22
Leass verloopt mssndsg 30 november 2015 162273 NOTE:

IPwd-standaardgateway  192168.0.1

e The “Default Gateway” is the Lan-to-Wan router's
oo BN onmge || [P T ip-address to which your pc currently is connected.
o MetBIOS wis TCPIP inge . Ja
Bytes: 120,777 | 233.837

%) Eigenschappen | &) Uitschakelen | Problemen vaststelln |

staten |

8 - IP-address in Windows7 Network Centre.

As you can see in the figures above:

- my computer's current ip-address is :192.168.0.2

- my Lan-to-Wan router ip-address is :192.168.0.1

NOTE: The Lan-To-Wan router can also be called “The Default Gateway”

These 2 methods (in Windows 7) allow you to see the [computer-home-address] aka “IP-address™.
Armed with this knowledge, lets dive even deeper into the exchange of data between 2 computers shall we?
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4.2.2 - A computer-to-computer connection seen as conveyor-belt.

Imagine that a “‘connection between (2 or more) computers” can be compared with a real-life conveyor-belt.
This conveyor-belt transports little buckets of information (called “packets’) from one computer to another
computer and back again. Just like the buckets on a luggage transportation system that carries your suite-case

from the airport check-in desk to the belly of right aircraft you are want to fly with that day.

= e The “Question for the IVAO homepage” that your
browser has, can be seen as information that needs to
be transported to the IVAO's webserver computer, in
order to get processed and to get the job done.

This information (“home page request”) is then put into
a “packet”. This packet can be compared to real-life
bucket in which your suite-case travels over the

airport luggage conveyor belt system to the belly

of the aircraft.

9 — Connection as conveyor-belt between computers.

This packet is then stamped — by your own computer -
with a label that indicates:

- to which other computer it needs to be transported
over the network (called “Destination-address”).

- by which “application” it needs to be processed on
that other computer. (called “Port”).

- the return-address of the packet-sending computer.
(called “Source-address™)

10 — (Information) Packet with a label on it.

Summary so far:

The sending computer puts its request-information into a packet.

The packet gets a label with:

- Destination Address (where must this packet be send too in the Local Area Network/Internet?)

- Port number (which application on the other computer is going to handle the content of the packet?)
- Source Address (where must the processed result be sent back too on the Local Area Network/Internet?)
The sending computer then sends the packet out on the Local Area Network/ Internet.

Now lets get back to our example and see where this “packet-principle” fits in the entire picture.
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[Ronalds_PC to IVAO_Webserver] Question: May i have the homepage of the IVAO website?

=

O

O

0.0 Open
eosolaris

11 - Internet Browser sends a packet with a question to the computer with the IVAO Webserver software.

[IVAO_Webserver to Ronalds_PC] Response: Ok, Here you go, Catch!

! l l l Apache
TP SERVER

D S:Js 0pen
eosolaris

o 0 LY

12 - Internet Browser receives a packet back from the computer with the IVAO Webserver software on it.

An overview of the more detailed steps that happened in during send/receive process:

- The other computer network card receives the packet from Ronalds PC.

- The other computer network card forwards the packet to the (TCP-IP) Protocol stack.

- The (TCP-IP) Protocol stack forwards the packet to the computers Operating System.

- The computers Operating System forwards the packet to the Webserver (software).

— Webserver opens the packet and reads the request from the PC's browser.

— Webserver looks up the IVAO website homepage on its local hard-disk(s).

— Webserver puts the IVAO website homepage from the hard-disk in a new packet.

— Webserver forwards the new packet to Operating System.

— Operating system forwards the packet to the (TCP-IP) Protocol stack

— The (TCP-IP) Protocol stack labels the new packet with the right return-address and port.
— The (TCP-IP) Protocol stack uses the IVAO”s webservers computers network card to send the packet back to Ronalds PC.

The very same steps happen in Ronalds_PC (now described in lesser detail):

- Ronalds_PC receives the new packet from the computer with IVAO webserver software on it.

- Ronalds_PC forwards (via the TCP-IP protocol stack and Operating System) to the Internet browser.
— The Internet browser opens the new packet.

— The Internet browser displays the packet contents (IVAO's homepage) on screen.

This was just one way to look at computer-to-computer-communication via:

- Connection (a conveyor-belt between 2 computers that carries information back and forth)
- Packets (a bucket on the conveyor-belt in which amounts of data are transported)

- Ports. (label on the bucket to indicated which application should handle its request)
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4.2.3 - A computer-to-computer connection seen as a bundle of tubes.
Let me show you another metaphor - “Ports as Tubes” - that can help your understand this concept even better.

Port2s SMPT: Uploadi
port: 80 HTTP: Browsing
rt 110 POP3: D
i

Port: 2021 | FTP: UpiDowni

ing email from your

ownloading email to your computer

loading files

S 0pen
eosolaris

jour comp
g websites on Internet

IP Protocol

L 0 LY

13 - 2 computers connected via a bunch of little coloured tubes (Ports) inside a grey big tube (Connection).

With this 2™ communications-model you can think of the:

- Grey big tube as the end-to-end connection between 2 communicating computers.

- Coloured little tubes as separated parts of the entire communication between 2 computers called “ports”.
Inside the little coloured tubes only packets can travel that have the exact same “port-number”.

This model shows that it is possible that 2 computers are able to communicate with multiple programs at the same
time through 1 big tube, separating their information via the “Ports”. In order to understand how this works, you
first need to know that various computer applications use their “own native ports, to send/receive data from/to

the”’local area network” / the Internet.

«— This table shows the most common “port(number)s
of commonly used applications that use a local
network / the Internet to exchange data with each-other.

Note:
The maximum of the port-numbers is: 65535

CoMMON PORTS packetlife.net
TCP/UDP Port Numbers
7 &cho 554 RTSP 2745 GEEEINN  c891-s%01 [WiideRSEENI
22 sHscR | so; INEOVSININ 307 7648-764 CUSEEHEIN
e Sl d R, o P )
e ot
79 Finger 873 rsync 3724 GHGOIMARERAN  9101-9103 Bacula
88 Kerberos 989-990 [FEBERSSIN 4333 msoL 9800 WebDAV
102 S Exchange 993 [MAPA 6vEr SSL| oy 9895 [DESEERNN
110 PoP3 995 4664 Google Deskiop 998 [EEGUSHBGRNIN
o
143 1MAPa 121 5004-5005 RTP 12035-12036 SECOTANIEIIN
161162 SNwP soso afaNiEssEnGenl 12345
179 86P s190 [SMICON 14567 EENETEGN
201 AppleTalk 5222-5223 [KMBIRBBERNIN 15110 [ipEHOMABORIN
381383 HP Openview 1701 1277 5554 GRS 20000 Usermin
a11-012 [BirecCoTREE] 1725 5800 VNC over HIT? 25990 iGN
T 1741 Ciscoworks 2000 5900+ VNC server 27015 RGN
445 Microsoft DS 1755 MS Media Sever  6000-6001 X11 27374 GESTR
464 Kerberos 1812-1813 RADIUS 6112 FEEETC 28960 CHIGHDGSINN
465 EHTEBUEISSIN 1863 6129 Dameware 31337 |FRCKORTCEN
497 Retrospect 1985 Cisco HSRP 6257 WiV 33434+ taceroute
so0 [SARVERIIN 2000 Cisco SCCP 6346-6347 Gnutel
512 rexec 2002 Cisco ACS 6500 [GETESAYAREEEN]
515 LPOILPR 2100 Oracle X08 s665-6669 [FEMMMN
by Jerem: y Stretch =3,
C L.
14 - Well known port numbers and applications.

Page 7 of 34

Author: Ronald Vermeij (VID:145185)

Version 1.0




The Unofficial IVAO Network Connection Troubleshooting Guide — Chapter 4

|

15 — The “bigger picture” on how ports separate different types of data inside a connection.

By sending/receiving various types of data via different “packets” that are labelled with a different “ports”, one
single communication channel between 2 (or more) computers can be used for multiple forms of data-exchange
parallel to each other.

Real-life examples of parallel data exchange:

- Surfing the internet, while listening to a Youtube video.

- Downloading a Bit-Torrent file while looking on IVAQO's WebEye.

- Flying with FSX on the IVAO network and using Teamspeak to talk to IVAQO's atc/ other pilots.

Summary so far:

We now have learned that a connection between 2 (or more) communicating computers can be seen as:

- A conveyor-belt, that transports buckets filled with information (“Packets”) from one computer to the other.
- A big tube (“Connection”) holding a bundle of little tubes,(“Ports”) to separate different types of data.
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4.3 - How do packets get transported to the applications that uses them (inside a PC / Server)?
Now lets dive deeper into the PC-side of this communication to see how “packets” and “ports” are used inside
the PC to separate the various types of data, from network interface card up to the application level.

490

°%

f’Windows] [ i
Q
83

16 - PC internal packet transport between the different applications and the network card.

Here you can see - in detail - how all different packets flow through your pc:

- all packets enter/leave your pc via the network interface card.

- the packets get distributed up/downwards through the TCP - and IP Protocol layers.

- the applications listen only to their own incoming packets on certain port numbers.

- the packets contents get processed by the application that listens to that specific port.

You can see the TCP and IP protocol layers as your “pc's internal mail-man” who:
- sorts out the incoming packets (on port-number) coming from the network interface card.
- delivers the sorted-packet to the corresponding applications.

- receives the outgoing packets from the applications.

- labels the outgoing packets with the correct port-number and destination Ip-address.
- sends the outgoing and labelled packets, via the network card, on to the Local Area Network/ Internet.
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4.3.1 - Which ports are active on my PC and which application listens a specific port?
You can see which applications listen to which port on the Windows command-line.

Active Connections
Proto Local address
TCP 0.0.0.0:135
TCP 0.0.0.0:12025
TCP 0.0.0.0:12110
TCP 0.0.0.0:12119
TCP 0.0.0.0:12143
TCP 0.0.0.0:12465
TCP 0.0.0.0:12563
TCP 0.0.0.0:12993
TCP 0.0.0.0:12995
TCP 0.0.0.0:27275
TCP 0.0.0.0:49152

C:\Users\Ronald>netstat -a -b

External address

<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0
<computer_name>:0

Status

LISTENING RpcSs [svchost.exe]

LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [AvastSvc.exe]
LISTENING [wininit.exe]

[Start],[Run],”cmd.exe<enter>"
>> a command-line window opens.
Type “netstat.exe -a -b<enter>”

This gives you a list of (from left to right):
- Protocol type (TCP / UDP).
- Ports that are being used on your pc (0-65535).

TCP 0.0.0.0:49153 <computer_name>:0
TCP 0.0.0.0:49154 <computer_name>:0
TCP 0.0.0.0:49155 <computer_name>:0
TCP 0.0.0.0:49156 <computer_name>:0
/I
UDP  0.0.0.0:1900
UDP 0.0.0.0:3702
UDP 0.0.0.0:3702
UDP 0.0.0.0:5355

LISTENING eventlog [svchost.exe]
LISTENING [lsass.exe]
LISTENING Schedule [svchost.exe]
LISTENING [services.exe]

- Application name that listens to (packets on that) port.
- Status of the application (Listening, Established).

** [winamp.exe]

** EventSystem [svchost.exe]
** EventSystem [svchost.exe]
*:* Dnscache [svchost.exe]
UDP 0.0.0.0:57463 ** EventSystem [svchost.exe]
UDP 127.0.0.1:44301  *:* [PnkBstrA.exe]

UDP 127.0.0.1:48200 *:* [NvBackend.exe]

«— Some examples from this list are:

“AVAST free antivirus” application [AvastSvc.exe]
listens to the following ports: 12025, 12110, 12119,
12143, 12465, 12563,12993,12995.

“Winamp” [winamp.exe] audioplayer listens to port
1900

17 - Overview of ports and listening applications.

Tip:
If you want a more easy and detailed view on your TCP / IP ports, download the free utility called:
“CurPorts V2.xx” from NirSoft over here: http://www.nirsoft.net/utils/cports.html

When you look at the figure above, you can see 2 types of protocols, called “TCP” and “UDP”.

4.4 - What is a protocol?

A protocol is a series of communication rules between 2 (or) more computers on a computer network.
These protocol rules defines how 2 (or more) computers:

- exchange information with each-other.

- send / receive packets over the network.

- confirm the delivery of each-others packets.

- react on each-others incoming packets.

Now that we have seen how 1 computer can transport data to another computer, we take a closer look at 2 different
types of connection (aka “packet-delivery mechanisms”) called:

- UDP - User Datagram Protocol

- TCP/IP - Transmission Control Protocol / Internet Protocol

In the following section I will only discuss the essential differences between UDP and TCP/IP. I will not go
in-depth, but will explain enough to help you understand the essential (dis)advantages of both protocols.
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4.4.1 - How does the User Datagram Protocol (UDP) work?

[Ronalds_PC to DNS Server] Question: What is the IP-Address behind “www.ivao.aero” ?

DNS_Server
Port:53

Ronalds_PC

IP-Protocol

S:Js 0pen
eosolaris

[DNS Server to Ronalds_PC] Answer: 198.41.249.173

Ronalds_PC
Port:53

DNS_Server

IP-Protocol

S:Js 0pen
eosolaris

]

18 - In a UDP connection, packets are only send and never confirmed by the receiving computer.

An “UDP connection” acts like sending a real-life postcard to any person in the world.
There is no way of knowing whether this postcard:

- has arrived with the right person at the right address.
- how long it took to deliver the postcard there.

- if the postcard was received undamaged.

But is it very fast way of transporting data over a local network / The Internet.
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4.4.2 - How does the Transmission Control Protocol / Internet Protocol (TCP-IP) protocol work?

IVAO_Webserver
Port:80

Ronalds_PC

[Ronalds_PC to IVAO_Webserver] Question: May i have the homepage of the IVAO website?

e

Ronalds_PC
Port:80

IVAO_Webserver

[IVAO_Webserver to Ronalds_PC] Packet received in good order!

IP-Protocol <
B -7
R

Ronalds_PC
Port:80
IVAO_Webserver

| l | Apache
TP SERVER

[IVAO_Webserver to Ronalds_PC] Response: Ok, Here you go, Catch!

S 0pen
eosolaris

IVAO_Webserver

Port:80
Ronalds_PC

[Ronalds_PC to IVAO_Webserver] Packet received in good order!

IP-Protocol >

e @ 1 -

i " 1
o

19 - In a TCP/IP connection, every packet that is being send, is being confirmed by the receiving computer.

A “TCP connection” acts like sending a real-life package with parcel delivery service (like DHL, FedEx, UPS)
At any time you — as the sender of the packet — can:

- find out if your packet has been delivered at the right place with the right person.

- how long it took for the parcel delivery service to bring it there.

- if your packet was delivered in good order (or not).

TCP/IP is a slower, but more secure / fool-proof way of transporting data over a network / The Internet.

Note:

I will not go any further into details about the inner workings of the TCP/IP - and UDP protocol, since this level of
functional knowledge is enough to continue to understand how 2 computers can send/receive data over a network.
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4.5 - What is a Firewall?

A firewall is a piece of dedicated hardware or a software application that:
- filters network traffic going in/out of your computers network interface card.
- can prevent applications to access functionalities of other applications.

Firewalls come in 2 types and 3 major flavours:
- Type 1
- Type 2

- Flavour 1
- Flavour 2
- Flavour 3

Hardware firewall, a dedicated piece of ICT equipment, a separate box.
Software firewall, a dedicated software program installed on your computer.

Network Level Firewalls, that filter out unwanted network traffic connections and packets.
Application Level Firewalls, that prevent applications from access to other applications\network.
Content filtering firewalls, that inspect the content of the packets. (not explained in this guide).

We will briefly look at the various types of firewalls so you can learn how they do their job, protecting your

computer/network from unwanted access.

4.5.1 - Hardware Network Level Firewall

- SRX100

A hardware Network-Level-Firewall is a dedicated
computer system, box, apparatus designed to filter
network / internet traffic packets at (very) high speeds.

<« Example of hardware firewalls are:
- Juniper SRX100 series
- Cisco “Pix” series

20 - Examples of hardware network firewalls.

4.5.2 - Software Network Traffic Firewall

Z

ZONEALARM

by Check Point*

COMODO

Creating Trust Online™

A software network-level-firewall is a dedicated
computer program, that monitors and filters all
incoming/ outgoing packets on your pc network card.

Examples of this software firewalls are:
- Build-in Windows (™) firewall

- Comodo firewall

- Zone Alarm firewall

21 - Examples of (free) software network firewalls.
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4.5.3 - How does a Network Level Firewall work (functionally)?

Basically the functionality of any type-of-firewall can be compared with the big muscular bouncer at the doorstep
of your local club/pub. The bouncer determines who is allowed access into the club, based on the guest-list:

- If someone's name is on the guest-list, then they are allowed to enter the club.

- If someone's name is not on the guest-list, then they are not allowed to enter the club, and have to stay outside.

[FIREWALL TRAFFIC ACCESS-LIST
[FROM

[DIRECTION [Remark 1
[=—==x
0 INCOMMING

[PORT TP ADDRESS |
8

[VAO AERO
VA0 AERO
IVAQ.AERO

VAO AFRO

E
[
L
[
[
E

22 - Network Level Firewall - functional overview (connections, ports, packets, firewall-agent, access-list).

Here is how a Network Level Firewall works in more detail:

- A packet arrives at (any side of) the firewall.

- The firewall agent inspects the arrived packet for:

— Source address (“from”)

— Destination address (“to”)

— Port number

- The firewall agent checks the packet-data (from / to / port) against the firewall traffic access list. (the guest-list)
- The firewall agent determines if the packet is allowed to pass the firewall (yes/no)?

— If Yes, the firewall agent allows the arrived packet to travel through the firewall.

— If No, the firewall agent deletes the arrived packet at that side of the firewall.

This is how a network level firewall filters the network traffic packets coming into / going out of your pc.
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4.5.4 - How does an Application Level Firewall work (functionally)?

PLICATION (BEHAVIOR) PERMISSION LIST: | | | | | | |

PLICATION LOCATION ON YOUR COMPUTERS HARDDISE [EXECUTABLE _|PERMISSION NETWORK:

JLL NAME: [NAME: MEMORY [FOLDERS AND FILES [ACTIONS  |PROTOCOL [PORT [DIRECTION [DESTINATION |[REMARK

icrosoft Flightsimulator X_|C:\Program Files GE6AMicrosoft Gamestlicrosoft Flight Simulstor X [foz exe (CAProgyam Files (A6)Micros oft Game s\bicrosoft Flight Simulator X1* + ReadWiite

irosoft Flightsimulator X_|CProgram Files (26)\Microsoft Games\Microsoft Fhght Simulstor ¥ [fsx exe Al sers RonaldAppDate RoamingiMicros ot FSXL =+ [FeadiWiite

iszosoft Flightsimulator 3| \Program Filss (26)\Micrasoft Gameslicrosoft Fhight Simulator £ |fazexe C \Windaws\F * [Feod

iososoft Flightsimulator |0 \Program Files GAEAM Games i Flight Simulstor £ |fexexe C\Windows . Read

icrosoft Fhghtsunulator X_|C\Program Files G8G)\Microsoft Games\Microsoft Fhght Smulator X [fsz exe Send/Receive [TCF 6073/ Out £ 'E}(mul layer host
iorosoft Fl dator |G \Frogram Files (&6)\Microsoft Games\Microsoft Fhght Simulator % |fsz eze SendiReceive [TCF 23455 |[n/Out. o [ multipleyer host
a0 Pilot Client (C\Program Files (EOMYAOUvAD v2 livap_dlihost.cze |Fax.exe (CAProgram GamestMicrosoft Flight Simulator 217 Read/Wate

a0 Pilot Client C\Prozram Files (EOMY AOUvAD v2 loap_dlihost.exe |Fsuipe.dl (CAProgram Games\Microsoft Fhght Smmulator 3017, [Read/Wte

&0 Pilo Client CAProgram Files (BGVACvAp v2 livsp_dllhost.eze [TeamSpesk exe |CAProgram Files (B6)IVACUvAD vatsd ReacWite

a0 Pilot Client C\Program Files (EEMYAOUvAp v2 lorap dlihost.eze (CAProgram Files GEENVAQUvAD v2V*.* eadWate

a0 Pilot Client ICProgram Files (EEMVAOTvApD v2 livap_dlihost.exe (C\Program Files (6)Microsoft Games\Microsoft Flight Sinlator Kifsx.cfe ead

a0 Pilot. Client CProgra Files GAOMY AOTvAD v2 livap_dlihost.exe C AW sersReonal i\ ppD ks Raosini FSISiConne et ead

&0 Pilot Client CAProgram Files GEOMY AOUvAp v2 [irap_dlihost.exe end/Receive [TCP 6308 /Ot 183.62190.57 [EULIVAD AERG
a0 Filat Client G Bz ogram Files RV AOUvAp v2 [ivap_dllhost.eze endiReceive [TCF @gm@m 1584064175 [EUZLIVAO AERD
a0 Pilat Client IC Pz ogram Filss (G ACTvAp 2 livap_dlihost.exe Send/Receive [TCP 6305 /Ot 17362102350 [EUAIVAC AERO
a0 Pilot Client C\Program Files (EOMY AOUvAD v2 livap_dlihost.exe Send/Receive [TCP 6805 /Ot 17862142207 [EU6IVAQ AERO
a0 Pilot Client C\Program Files GEOMY AOUvAR v2 [rap_dlihost.exe Send/Recewve [TCP 6308 [n/Out 1855222173 [EUZI7AQ AERO
jam Speak2 (C:\Program Filss (BEMYAOUvAp v2is2 [TeamSpeaicexe |vap diihostexs |CAProgram Fies GEENIVAUvAp v2 Send/Receive |

‘am Speak 2 (C\Program Files (EOMYAOTvAp vZs2 [TeamSpeat.exe Send/Receive [TCP 8767 IOt 13566181 [EU 16V IVAQ AERO
+ain Speak 2 CAProgram Files GAONYACTvA D vIits2 IT eamiSpeak.exe [Send/Receive [TCP 8767 InfOut. PLI121318 [EULTY IVAQ.AERQ
1an Speak C\Program Files GEOMY AOUvAp viits2 [T Send/Recerve [TCP 767 |[n/Out 1856219057 A0 AERD
jan Speak [CProgram Filss (REMVAOTvAp v2itsl [TeanSpeaene Send/Receive [TCP 8767 [n/Out [EU4Y IVAD AERO
o Speak 2 (C P sogram Filss GGV AOTvAp vAitsl [TeamSpeakexe Send/Receive [TCP 8767 [ln/Out. 17362198307 |EUGYIVAC AERD
st Speak 2 IC:\Program Filss GEOMY AOTvARD v2its2 ITeamSpeak exe [Send/Receive [TCP 767 /Ot lies9222173 [EU2V IV.AD AFRO

23 - Application Level Firewall - functional overview (applications, memory_space locks, permission-list,)

An application level firewall is a software program that completely controls an applications behaviour.
The application level firewall determines:

- How an application can be started (by which other programs and/or the PC's operating system itself).
- Which Windows Registry information an application can open, read, modify, write and delete.

- Which folders and files an application can open, read, modify, write and delete.

- Which local area network/Internet [P-addresses and Ports are allowed to be used by an application.

- What an application can do toward these IP-Addresses: send, receive, both or nothing.
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In its essence, an Application Level Firewall it turns your computer('s working memory) into a “digital jail-house”.
- All applications are locked away in their own separate prison cells (assigned memory space).

- No application can read, modify, write or delete data on the computer without permission from the prison-guard.
- No application can communicate with other application without strict permission and communication rules.

This is how a computer memory looks like, after an application level firewall software has been installed on it.

|6 TeamSpeak 2

Connection Channels Players Self Recording Info Settings Help
i . DoGservers.co.uk - Public layer:
5] Default  (RD)

) <©pre (1P) :
B sainTean | (®) lobal flags:

8] sainTeamz (R)
NG | Privileges:

layer Attributes:

16:14:06] Connecting to 84.234.17.150

16:14:08] Connected to server www.DoGservers, co.uk - Public
16:14:06] DDGS - Gaming Servers With A BITE
16:40:15] Shizzle joined channel

16:40:55] Shizzle Left channel

Connected as Hind0

24 - Application Level Firewall — “Jail-house” concept.

The Application Permissions List rules are determined during the installation of the application level firewall by a
highly skilled computer systems-administrator. He can determine what and where applications are allowed to do
and what not. This is how a systems-administrator can prevent applications from gaining (illegal/unwanted) access
to computer resources (memory, files, folders, registry, network connections, peripheral devices).
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4.6 - How do 2 computer exchange data over the Internet (in more detail)?

Internet Service Provider Internet Service Provider

D.N.S.
oeLL PRECISION a0 Server

w
o 5:

| f}\Mndows?
O

IP-Protocol

|:S:P; ISP D.N.S.

Firewall Firewall Server e =

[m=c—

E? \j % é’( 7;
w Apache S,

l ‘ HTTP SERVER :

00 :

° o -

vy g s 5l __D L)

LAN-to-WAN router LAN-to-WAN router
(ISP “Internet connection box)” (ISP “Internet connection box)”

25 - 2 computers connected to a Wide Area Network (WAN) / the Internet.

Here you can see the complete digital landscape and all ICT equipment that plays a vital role into allowing 2 (or
more) computers to communicate with each-other over the Internet.

As you can see I have added:

- LAN-to-WAN routers with build-in network level firewalls
- Both Internet Service Providers with their own:

— Domain Name Servers (DNS)

— Internet Firewalls
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4.7 - What is a LAN-to-WAN Router?

ROUTING TABLE:
IP-ADDRESS IP-ADDRESS
FCl 192.165.0.1
PC2 192.165.0.2

26 - The inside of a LAN-to-WAN router.

A router in a computer-network can be compared with the mail sorting department at a post-office:
- Packets are send to the router by other computers connected to it,

- The incoming packets gets inspected by the mail-sorter for their destination address,

- The mail-sorter reads the destination address of the packet from the router table,

- The mail-sorter looks up in the router table to with LAN/WAN connection that address in connected,

- The mail-sorter then forwards the packet to the correct LAN or WAN exit connection.

This is how a router sorts and forwards incoming packets to the corresponding (Lan/Wan) connection.
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4.7.1 - LAN-to-LAN routing of a packet.

[ROUTING TABLE:
LAN IP-ADDRESS

1[FC1 192.168.0.1
(192162032

19 - PC1 sends packet to PC2 over the Local Area Network (LAN).

Local Area Network (LAN-to-LAN) traffic is handled by the router like this:
- PC1 want to send a packet to PC2, but does not know how to do this.
- So instead PC1 sends the packet to the router. (the default gateway)
- Packet arrives inside the router via LAN connection 1.
- Router inspects the destination address (PC2) of the packet.
- Router looks up in the Routing Table:
— If PC2 is connected to the router (or not).
If yes then the router looks up:
— to which connection PC2 is connected to the router.
- Router forwards the packet to LAN connection 2 to transport the packet to PC2.
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4.7.2 - LAN to WAN / Internet routing of a packet.

LE:
IP-ADDRESS
PC1 192.162.0.1 1|The zest
19216302

IVAD_Webserver
PORT:80
PC2

20 - PC2 sends packet to IVAO's webserver computer over the Wide Area Network (WAN)/Internet.

Wide Area Network (LAN-to-WAN \ Internet) traffic is handled by the router like this:
- PC2 want to send a packet to the IVAO web-server computer, but does not know how to do this.
- So instead PC2 sends the packet to the router (the default gateway)
- Packet arrives inside the router via LAN connection 2.
- Router inspects the destination address (IVAO_Webserver) of the incoming packet.
- Router looks up in the Routing Table:
— If the IVAO-Webservers computer is connected to the router (or not).
If yes then the router looks up:
— to which connection the IVAO Web-server computer is connected.
- Router forwards the packet to WAN to transport the packet the Inter Service Provider ('s routers).

Further up in the rest of the connection-over-the-Internet the same thing happens over and over again, until the
packet reaches its destination address, the IVAO Web-server computer.

NOTE:
This routing works exactly the same for all incoming packets that arrive via the WAN connection.
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4.8 - What is a Domain Name Server (DNS)?

DOMAIN NAME SERVER TABLE

D OMAIN NAME IP-ADDRESS

Remarks

WA .ivan. aero 198.41.249 173

IVAQ's wehserver

wreheye vao.aero 91121318 W ehErye

forum ivao.aero 01121318 IV.A0 Forum
w.ivan.aero 01.12131.8 IVAQ Worldtow system
eul ivao.aeto 18562190 57 FED server

eu?l dvao.aero 188 4064175 FED server
eud.ivan.aero 178.62.198250  |F3D server

BUA Va0 agto 17862142207 [FED server

eul ivao.aeto 1850232173 FED server
huhb.ivao.aero 178.62.78.127 hub server

log ivao.aeto 91121318 log server

eul tsivao.aero 185.42.100 57

eul teamspeak server

eud ts.ivao.aero 18534216 31

eud teamspeak server

euld.ts van.aeto 31.22031.13

eu3 teamspeak server

eud ts ivao.aero 178 42,108 250

eud teamspeak server

eud ts.ivao.aero 178.62.142 207

eud teamspeak server

BUB.ts.fvan.aeto 1859222173

2UB teamspeak server

eulfitsivao.aero 5.135 66,181

eulf teamspeak server

eul7 ts.dvan.aeto 91.12131.8

eul7 teamspeak server

21 - Domain Name Server (database table, records with domain names and ip-addresses).

A Domain Name Server is a big and very fast computer system with a large database installed on it.
This database contains a table that holds many records with [Domain-name <> IP Address] pairs.
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4.8.1 - How does a Domain Name Server work (functionally)?
The DNS replies incoming requests from other computers for “Domain Name-to-IP-Address” translations.

[Ronalds_PC to DNS Server] Question: What is the IP-Address behind “www.ivao.aero” ?

DNS_Server
Port:53
I l I Ronalds_PC
bi
s wens
Biizisis

22 - PC sends DNS-request for the IP-Address of the domain “www.ivao.aero” to the DNS.
>> The DNS looks for a matching DNS-record in its database with the domain-name “www.ivao.aero” on it.

[DNS Server to Ronalds_PC] Answer: 198.41.249.173

Ronalds_PC
Port:53

DNS_Server

23 - DNS reads the IP-Address to the domain-name “www.ivao.aero” from the matched DNS-record.
>> The DNS replies the [P-Address of “www.ivao.aero” back to the requesting PC.

NOTE:
Here does the in-depth part on how all separate parts of ICT-equipment work end.

I will now put all the previous pieces of this “computer-to-computer-communication-puzzle” together.

I will show you visually — through our initial example — what happens in even greater detail.

Are you ready do dive even deeper under-the-hood of The Internet? Here we go!

Page 22 of 34 Author: Ronald Vermeij (VID:145185) Version 1.0


http://www.ivao.aero/
http://www.ivao.aero/
http://www.ivao.aero/
http://www.ivao.aero/

The Unofficial IVAO Network Connection Troubleshooting Guide — Chapter 4

4.9 — A visual overview of all steps needed to show the IVAO's homepage on my computer.

fJWindowﬂ
L

IP-Protocol

CHECKLIST:
Before you are able to start the browser check this first:

Operating System:(OS)
If the short-cut to the browser application works correct.

Application Level Firewall:
- Is the browser allowed to create outgoing DNS
request connections to the Internet?

- Is the browser allowed to receive incoming DNS
replies connections from the Internet?

The browser application is now loaded into the PC's
memory and locked down. The browser's behaviour
closely guarded by the Application Level Firewall.

fJWindowﬂ
L

IP-Protocol

CHECKLIST:
After you start the browser check this first:

Browser application:
- Check the URL for typographical-errors.

Browser now wants to know where it can find the
desired IVAO Web-server computer on the Internet.

Browser sends a DNS request to the ISP's DNS server
to get the IP-Address of the IVAO web-server computer.

25 - Step 2 — User enters the URL of the website.

Step 3 — Browser sends DNS request to DNS server.
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26 - Step 4 — Allow the outgoing DNS request to pass through the Network Level Firewall.

CHECKLIST:
Network Level Firewall:
- Check if your Network Level Firewall allows to make outgoing connections for DNS request on (port 53).

The Network Level Firewall now allows the DNS request to be send to the PC's network card.

CHECKLIST:
PC:
- Make sure your pc is connect to the router.

ROUTER:
- Make sure your router is turned on and works fine.

The PC's network card sends the DNS request to the
LAN-to-WAN router.

fi‘Windows?

%

IP-Protocol

27 - Step 5 - DNS request sent to the router.
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ROUTING TABLE:;
P-ADDRESS

[FC1 192.162.0.1

[PC2 19216802

IP-ADDRESS

CHECKLIST:

ROUTER:
- Check if your router forwards “DNS requests”
(port 53) to the WAN / Internet connection.

(if you have a build-in firewall in your router):
- Check if your routers build-in firewall allows to make
outgoing connections for DNS requests on (port 53)too.

28 - Step 6 — Router forwards DNS request to 1.S.P.

Internet Service Provider

[.S.P.
EIEVEL

D.N.S.
Server

Jas

INTERNET use 5l-=2.54

CHECKLIST:

PC /ROUTER:
- Check that your Internet Service Provider's
DNS Server is up and running.

Router to Internet connection:
- Make sure you have a working signal on your [.S.P.
Internet connection cable.

29 - Step 7 — DNS request sent to DNS at L.S.P.
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D.N.S.
Server

Internet Service Provider

Firewall

INTERNET use

q NS -

5\-=2.50

CHECKLIST:

(if you have a build-in firewall in your router):
- Check if your routers build-in firewall allows to
receive incoming connections for DNS replies

on (port 53).

ROUTING TABLE:

LAN

IP-ADDRESS

IP-ADDRESS

1|PC1

192 16801

[PC2

19216802

2
3
4

INTERNET Use

s

Sr-—==2.50

CHECKLIST:

ROUTER:
- Check if your router forwards “DNS replies”
(port 53) to the LAN connection.

(if you have a build-in firewall in your router):
- Check if your routers build-in firewall allows to
receive incoming connections for “DNS replies”
on (port 53) too.

31 - Step 9 — Router forwards the DNS reply to PC.
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ffWindows?
o

IP-Protocol

'rotocol [Remark 1 |Remark 2
R

[ mon e,
ool
ool
PR
o0}
T
o)
ool
o)
20}
P

'CPAP
'CPAP
CPAP
'CP/IP

[VAO AERO [ivao website
VA0 AERO [ivao website
IVAQ.AERO [webeye
IVAO.AERO ebeye

- eul
—eu2l
—eud

s
s
s
s

'CPAP
CP/P

—e
sd— eus
lub server
og server

qqqqﬁqqu
EEEEEEE
el EIEIE

EIEE

00:00]

33 - Step 11 - Allow incoming DNS replies to pass through the Network Level Firewall.

CHECKLIST:
Network Level Firewall:
- Check if your Network Level Firewall allows to receive incoming connections for DNS replies on (port 53).

The Network Layer Firewall now allows the DNS reply to be send to the browser.
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“www.ivao.aero” has
ip-address: 162.159.251.173

f’Windows?
%

IP-Protocol

The browser now knows what the IP-address is of
IVAQO's Webserver computer, that was hidden behind
the domain name “www.ivao.aero”

34 - Step 12 — DNS reply received by the browser.

This concludes part 1 of this operation:

- The browser used a DNS request to get the [P-address of the IVAO's Webserver computer at“www.ivao.aero”
- The browser will now sends a HTTP request to the [P-address of IVAO's Webserver computer to get the contents

of current homepage from the IVAO website.

Let's see how that works in the following section of this tutorial.
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CHECKLIST:
Application Level Firewall:

- Is the browser allowed to create outgoing HTTP
connections to the Internet?

- Is the browser allowed to receive incoming HTTP
connections from the Internet?

ffWindows?
o

[Remark 1 [Remark 2

R
[ mon e,

[VAO AERO [ivao website
VA0 AERO [ivao website
IVAQ.AERO [webeye
IVAO.AERO ebeye

- eul
—eu2l
—eud

s
s
s
sd— e
sd— eus

lub server
og server

00:00]

36 - Step 14 - Allow outgoing HTTP request to pass through the Network Level Firewall.

CHECKLIST:
Network Level Firewall:
- Check if your Network Level Firewall allows to create outgoing connections for HTTP requests (port 80).

The Network Layer Firewall now allows the HTTP request to be send to the pc's network card.
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ROUTING TABLE:;

P-ADDRESS IP-ADDRESS
[FC1 192.162.0.1
[PC2 19216802

CHECKLIST:

ROUTER:

- Check if your router forwards (port 80) “HTTP
requests” to the WAN / Internet connection (your
Internet Service Provider).

(if you have a build-in firewall in your router):
- Check if your routers build-in firewall allows to make
outgoing connections for HTTP request (port 80) too.

38 - Step 16 — Router forwards HTTP request to ISP
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Internet Service Provider

Internet Service Provider

'SP D.N.S.
Firewall Server

D.N.S. |iS:P:

Server Firewall

= G-
/| .
==

?ﬂ Ce | LAN-to-WAN router LAN-to-WAN router
= ﬁ (ISP “Internet connection box)” (ISP “Internet connection box)”

[TETERTRTVIT)

'5-;1

39 - Step 17 — Router sends HTTP request (through the Internet) to IVAO's Webserver computer.

CHECKLIST:

ISP

- Check if your local ISP allows outgoing HTTP requests (port 80) over their Internet connection.
- Check if the remote ISP allows incoming HTTP requests (port 80) over their Internet connection.

Internet Service Provider Internet Service Provider

D.N.S. ISP LS DIN.S
Server Firewall Firewall Server

Internet

IP-Protocol

T‘iﬂh =l LAN-to-WAN router LAN-to-WAN router
(ISP “Internet connection box)” (ISP “Internet connection box)”

40 - Step 18 — IVAQO's Webserver computer sends HTTP reply back to the router.

CHECKLIST:

ISP

- Check if your local ISP allows incoming HTTP replies (port 80) over their Internet connection.
- Check if the remote ISP allows outgoing HTTP replies (port 80) over their Internet connection.
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[ROUTING TABLE:
LAN P-ADDRESS IP-ADDRESS
LFCL 192.165.0.1

PC2 19216802

2
3
Fl

CHECKLIST:

(if you have a build-in firewall in your router):
- Check if your routers build-in firewall allows to
receive incoming connections for HI'TP replies
(port 80) too.

42 - Step 20 - HTTP reply received by network card.
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[FIREWALL TRAFFIC ACCESS-LIST

[DIRECTION

_[PORT

I 23:59:00]

=
[NCOMMING
JouTGONG |

0.AERO

E
[
L

40 AERO

\Z
VA0 AERO
I
I

0.AERO

00:00] _ 23:59.00}

I 23:59:00]

00:00} 23:59:00)

00.00] _23:59:00)

:00:00) 23:59:00]

23:59:00)

43 - Step 21 - Allow incoming HTTP replies to pass through the Network Level Firewall.

CHECKLIST:
Network Level Firewall:

- Check if your Network Level Firewall allows to receive incoming connections for HTTP replies (port 80).

The Network Layer Firewall now allows the incoming HTTP reply to be send to the browser.

f}Windows?
o

IP-Protocol

L=

The HTTP reply has been received, containing the
contents of IVAO Webserver homepage.

The browser is now able to show you the contents of the
latest IVAO homepage on your computer / laptop /
tablet and/or smart-phone screen.

I guess you did not know that al this was going on
under-the-hood on your computer right ;-)

44 - Step 22 - HTTP reply received by the browser.
>> Step 23 — IVAQO's homepage displayed in browser.
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This (part 2) concludes the “under-the-hood-of-the-Internet” journey, to explain and visualize what is needed to
enable 2 (or more) computers to exchange information over the Internet.

This theoretical basics is very necessary before we can explore the current IVAO network infrastructure.

NOTE:
The knowledge inside this chapter can also be applied on any other Internet based services, servers and game-
types and/or serious business applications.

REMARKS:

- Almost every Windows(™) PC, Laptop, Tablet comes with pre-installed TCP-IP protocol on it.

- Most Internet Service Providers sell “Lan-to-Wan routers” (ISP boxes) that have automatic learning abilities.
These devices are a kind of “Plug-and-Play boxes”. You simply connect them with the correct cables to your
computer, power them up and they work (90% of the time) without any extra configuration needed.

- The build-in Windows Firewall - by default - allows EVERYTHING to connect to the Internet from your pc!
- The standard Windows Firewall can be configured to allow INCOMING connections the way you like.
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